Yukon — ey, N

Multi Factor Authentication for Educators -
Time-Base One-Time Password (TOTP)

Guide to setting up TOTP Multi Factor Authentication in Rapid Identity

Multi Factor Authentication (MFA) adds a second level of security to your account login by
requesting an additional method of verification that you are logging into your account.

First-Time Setup:

Visit https://portal.yesnet.yk.ca/ to access the Yukon School Portal

Step 1 - Enter username

e Loginusing your username (first.last@yesnet.yk.ca).
e Click Go

Yukon School Portal

Login Help with my Password

moira.mctaggeri@yesnet.yk.ca

Go >

FOR ASSISTANCE, PLEASE Dept. of Education Page 1 of 8
CONTACT:service.desk@yukon.ca MFA (TOTP) Instructions
IT & Support Services (ITSS)


mailto:service.desk@yukon.ca
https://portal.yesnet.yk.ca/
mailto:(first.last@yesnet.yk.ca)

Step 2 - Enter password

e Enter password
e Click Go

Log in Help with my Password

I ............ I

Go >

Start Over ‘D)

Step 3A - Setting up MFA

e Review the written instructions on the computer screen as outlined below.
e If needed jump to Step 3B for instructions to install the Microsoft Authenticator App.
e Please note: The links to Google Play and App Store on the setup screen will not bring you

to the Microsoft Authenticator App.
Yukon School Portal

One-Time Password Help with my Password
You are required to set up a One-Time Password before
praceeding
all the Microsoft Authenticator App rather Please Read these
instructions for more klelhelif]sél]l:cai:=/egp- B instructions on your compl‘Iter
o screen then jump to Step 3B
bl s for instructions on how to
_ install the Microsoft
Thanks!
ITSS Branch
T Please ignore. Jump to
P> GooglePlay Step 3B for instructions on
how to install the Microsoft
Authenticator App.
T . Don’t Scan this QR code! Scan the
. QR code that is displayed on your
i computer screen. This QR code is
for illustrative purposes only!
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Step 3B - Installing the Microsoft Authenticator App

e Search for the Microsoft Authenticator App on your mobile device’s App Store
(iOS) or Google Play (Android).

e Ensure it’s the app with the same icon as highlighted in red below.

iPhone App Store Android Google Play

21154

1L microsoft authenticator " oft authenticator app

Authenticator ®

PRIVATE

Ergsviar with WPH

+ Ask Flay about this app New!

How do | add a work or school account to the application?

Is this application free to use? What is a passkey, and do
Connect toall

sponsored - Related to your search

0= ]
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Step 4A - Adding your yesnet account to the Authenticator App

e On your mobile device open the Authenticator app.
e Click the + in the upper right corner

546 O P+ GME N 5G.l 53%=

Authenticator + Q

Microsoft \\/J
L

Step 4B — Adding your yesnet account to the Authenticator App

e Tap on Work or School account

Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

. Personal account

. Work or school account

Other (Google, Facebook, etc.)
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Step 4C — Adding your yesnet account to the Authenticator App

e Tap on Scan QR Code

Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

.. Personal account >
n
== Work or school account >
Other (Google, Facebook, etc.) >
Add work or school account
Sign in

Scan QR code

Cancel

Step 4D - Adding your yesnet account to the Authenticator App

e Hold your mobile device up to the computer screen and scan the QR code

Don’t Scan this QR code! Scan the
QR code that is displayed on your
computer screen. This QR code is
for illustrative purposes only!

Go >

Start Over D)
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Step 4E - Adding your yesnet account to the Authenticator App

e |n the Authenticator app your yesnet account will be added
e You'll see six digits displayed - this is your TOTP code
e This TOTP code will change to a new set of digits every 30 seconds

14:51 « 5GC =

= Authenticator oL oF

Rapididentity

maoira. mctaggert@yesneat.vk.ca

366 779

Step 5 - Entering TOTP from Authenticator App into the School Portal

e Type the six-digit TOTP code from the Authenticator app into the Code field.
e Click Go.

Don’t Scan this QR code! Scan the
QR code that is displayed on your
computer screen. This QR code is
for illustrative purposes only!

[ coce | Using the six-digit TOTP from the Step
4E example above you'd type in
o > 366779

Start Over o

The school portal will then open and operate as normal. The next time you log in you’'ll
be prompted to enter your username, the TOTP code from Authenticator app and then
your password.

Please see below for the steps for subsequent sign-ins.

FOR ASSISTANCE, PLEASE Dept. of Education Page 6 of 8
CONTACT:service.desk@yukon.ca MFA (TOTP) Instructions

IT & Support Services (ITSS)


mailto:service.desk@yukon.ca

Subsequent Sign-in:

Visit https://portal.yesnet.yk.ca/ to access the Yukon School Portal

Step 1 — Enter username

e Login using your username (first.last@yesnet.yk.ca).
e Click Go

Yukon School Portal

Login Help with my Password

moira.mctaggert@yesnet.yk ca

Go

Step 2 — Enter One-Time Password Code

e Type the six-digit TOTP code from the Authenticator app into the Code field.
e Click Go

One-Time Password Help with my Password

Code

Go >

Start Over £
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Step 3 - Enter password

e Enter password
e Click Go

Log in Help with my Password

Go >

Start Over ‘D)

The school portal will then open and operate as normal. The next time you log in you'll
be prompted to enter your username, the TOTP code from Authenticator app and then
your password.
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